1. Introduction {#sec1}
===============

Since the novel coronavirus SARS-CoV-2 (COVID-19) outbreak is highly contagious, there has been an urgent need to devise and identify new models of delivering health care to avoid 'face-to-face' consultation between clinician and patient and thus reducing the risk of disease transmission. To prevent the spread of this contagious virus, national governments have introduced 'lockdown' measures with infection control strategies including 'social distancing' and 'self-isolation' guidelines which severely restricts the movement of people and affects their daily life \[[@bib1],[@bib2]\].

Telecommunication strategies such as telephone or video consultations play a key role especially during the current pandemic in exchange of valid information for diagnosis and management of diseases \[[@bib3],[@bib4]\]. In the wake of COVID-19 pandemic, the Ministry of Health and Family Welfare (MOHFW), Government of India, and the Medical Council of India (MCI) have recently come forth with Telemedicine Practice Guidelines that clearly states the role and limitations of tele-consultations \[[@bib5]\]. Telemedicine (TM) has an evolving role in various specialities in India including Diabetes care and managing orthopaedics \[[@bib6], [@bib7], [@bib8]\]. A further initiative inthe National Health Service (NHS) United Kingdom has been the implementation of web based programmes such as "Attend Anywhere" NHS digital technology supported and promoted by the National Health Service England (NHSE) during the current pandemic for video consultations \[[@bib9],[@bib10]\].Thus it has been acknowledged that TM or remote consultations are essential in delivering heath care now and in the future.

The TM and Remote consultations are terms used interchangeably. Telemedicine literally means "healing at a distance". The World Health Organization (WHO) defined TM as "The delivery of health-care services, where distance is a critical factor, by all health-care professionals, using information and communications technologies for the exchange of valid information for diagnosis, treatment and prevention of disease and injuries, research and evaluation, and the continuing education of health-care workers, with the aim of advancing the health of individuals and communities."

The General Medical Council (GMC) and Medical Council of India (MCI) have published TM practice guidelines enabling registered medical practitioner/s (RMP) to provide health care \[[@bib5],[@bib11]\].

We believe that adopting good practice guidelines and avoiding poor practice while undertaking remote consultations will prevent common pitfalls in telemedicine technology ([Table 1](#tbl1){ref-type="table"} ).Table 1Practice guidelines to avoid pitfalls in Telemedicine consultations.Table 1Good Practice suggestionsPoor PracticesFollow principles of medical ethicsDo not prescribe medicines from the specific restricted list e.g. Opioids without appropriate authenticationProtecting patient privacy and confidentialityNever misuse patient images and dataConfirm Remote-Tele or Video equipment set-up working properlyPractice MCI and GMC practice principles for remote consultationsConfirm reason of remote consultation is appropriate for the clinical setting'Virtual handshake'-confirm identityVerification of verbal consent for conducting remote consultationAvoid taking consentUndertake complete assessment of patient's symptoms and virtual signsDo not prescribe Medicines without an appropriate diagnosis/provisional diagnosisSummarize the consultation and ensure patient understands the management plan.Allow the patient opportunity to clarifyOrganise appropriate follow-up arrangementsUndertake enhanced documentationCommunicate with patient's primary care or referring doctorEnsure and practice information governance, data protectionDo not solicit patients for telemedicine through any advertisements or inducements.[^1]

2. Role and constraints of telemedicine consultations in India {#sec2}
==============================================================

The TM has revolutionized the way we deliver health care in India specially in the context of CIVID-19 with a need to avoid 'Face to face' consultation and thus reduce the risk of disease transmission \[[@bib6],[@bib8]\] and its applications have been applied in other specialities like endocrinology, oncology care and ophthalmology \[[@bib6],[@bib12],[@bib13]\]. In chronic diseases such as diabetes and hypertension it allows remote monitoring \[[@bib14]\]. However, the implementation of TM technology in India has not been without its inherent problems \[[@bib15]\], with various roadblocks for end-users that need to be negotiated and pitfalls avoided in preventing medico-legal issues \[[@bib7],[@bib16]\]. Steps can be undertaken to avail TM facility for effective and safe patient care. We highlight the standards of practice for effective telemedicine and steps that can be taken to avoid common pitfalls.

3. Standards of practice for effective telemedicine consultations and preventing pitfalls {#sec3}
=========================================================================================

3.1. Training {#sec3.1}
-------------

Training and learning of skills in dealing with remote consultations is essential to provide safe and effective patient care. Supervision should be appropriate with regular review of practice. Training will ensure appropriate communication, triage, improved efficiency, and patient satisfaction.

3.2. GMC and MCI updated guidance on remote consultations during COVID-19 {#sec3.2}
-------------------------------------------------------------------------

The GMC core Good Medical Practice (GMP) principles apply as much too remote consultations as to any other e.g. face to face consultations \[[@bib11]\].

3.3. Consent {#sec3.3}
------------

A valid consent is a must for remote consultation and hence an explicit patient consent is required if a health worker, RMP or a caregiver initiates a TM consultation \[[@bib5],[@bib10]\] as per MCI and GMC recommendations. If, the patient starts the TM consultation, then the consent should be implied. Though consent may be implied, it is crucial to safeguard personal and confidential information. Patient should be informed about the limitation of remote consultation \[[@bib5],[@bib11]\]. Patient capacity to make decisions must be assessed and recorded. For example "Yes, I consent to avail consultation via telemedicine".

3.4. Confidentiality {#sec3.4}
--------------------

Principles of medical ethics, including professional norms for protecting patient privacy and confidentiality as per MCI and GMC Act shall be binding and must be upheld and practiced. Remote consultation is carried out in an appropriate environment with consideration of privacy and sensitive information. The patient should be reassured about the nature of remote consultation and that the conversation is secure and confidential.

3.5. Protocols {#sec3.5}
--------------

**"Virtual handshake"** Preparation and confirmation of patient details prior to the consultation. Introduction of the clinician. Appropriate clinical assessment. Summarization of management plans discussed to avoid confusion and miss-interpretation. Explanation of follow-up plans. Allow patient to clarify or ask questions.

3.6. Enhanced documentation {#sec3.6}
---------------------------

Consent is obtained in case the conversation is recorded as per guidance \[[@bib17]\]. These recordings will form a part of patients' medical records and should be safely stored. Consent for recording is documented in the records. A major limitation to the use of TM is making wrong clinical decisions (at times), due to non-examination of the patient and relying on their investigation reports and history \[[@bib14]\]. To compensate for lack of clinical examination it is essential to ensure enhanced documentation to minimise potential risk of remote consultations which clinicians are anxious to avoid including an agreed management plan and confirmation of follow-up assessments.

3.7. Clinical photographs and GMC guidance {#sec3.7}
------------------------------------------

The same GMC principles apply to Visual photographs and recordings as audio recordings especially related to sensitive parts of the body, children and hence appropriate consent is taken and confidentiality is protected \[[@bib17]\].

3.8. Communication {#sec3.8}
------------------

A copy of patient consultation should be sent to patient's primary care doctor e.g. General Practioner (GP) or the referring clinician for the continuity of care \[[@bib18]\].

3.9. Safety netting {#sec3.9}
-------------------

The remote consultation should allow 'Risk stratification' and if need be a face to face appointment is organised to allow clinical assessment. e.g. suspicious skin lesion which is not clearly clarified on remote consultation to rule out malignancy or atypical skin rash in a child to rule out serious meningococcal infection \[[@bib19]\].

3.10. Information governance and data protection {#sec3.10}
------------------------------------------------

Data is made, stored, transferred, protected, or disposed as per Data protection laws and NHS Digital information Governance guidelines to avoid any potential breaches.

3.11. Medical indemnity {#sec3.11}
-----------------------

Appropriate indemnity is held to the level of clinical care provided and assist in any medico-legal claims.

4. Conclusion {#sec4}
=============

COVID-19 has made doctors move rapidly from traditional 'face-to-face' appointments to telephone or video consultation in challenging circumstances. Appropriate training and following GMC core Good Medical Practice principles, enhanced documentations, communication and observing information governance guidelines will go a long way in avoiding pitfalls associated with remote consultations. Regular review of remote consultation including audits and patient feedback will reinforce clinical practice. Telemedicine technology is a key factor in delivery of health care in the future and ensuring correct practiced during remote consultations will avoid complaints and medico-legal issues associated with them.
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[^1]: Abbreviations: MCI-Medical Council of India; GMC- General Medical Council.
